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E-mail Risk Management
Agenda

» E-mail

» Compliance

» E-mail archiving

» Policy

» IT solutions
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E-mail

» We started using e-mail 15 years ago…

» From informal to formal communication

» E-mail is now one of the major risk areas in large organisations
» Content? Formal agreements 
» Secure? The lost laptop
» Retrievable? Unable to produce evidence
» Private? Internal mails leak
» Legal evidence: In time!

» E-Mail risk management is called for
» Assess risks, mitigate risks, monitor results and update
» Involve Legal department, follow legislation
» This is about people, behaviour, governance and IT systems!
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E-mail is risky business, but…

Other issues drive e-mail management as well:

» Number of e-mails
» Terabytes of data sent in and out in a mid size company
» 171.000.000.000 e-mails PER DAY worldwide
» Information worker spends more than one hour per day on e-mail related tasks

» Costs
» Maintenance on mail servers and backups become expensive
» Search and retrieval 

- New technical solutions required for legal purposes

» Policy
- Deployment of e-mail policy in organisations?
- Focus on sexual harassment
- How about information leakage?

- Intellectual Property
- Financial commitments
- Damage to customer relations
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Europe USA

High

Low

Low High

“Trust me”

“Tell me”

“Show me”

T
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st

Transparency

Asia

As the degree of trust decreases, the demand 
for control, supervision and transparency 
increases…
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Section 302 & 404 of our act states that  
not being able to access and retrieve all
mails related to internal accounting or 
disclosures (for example oil reserves) 

would most certainly constitute a 
material weakness in a company’s 

internal financial controls.

“Trust me”

“Tell me”

“Show me”

T
r u

st

Transparency

As the degree of trust decreases, the demand 
for control, supervision and transparency 
increases…
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E-mail and compliance

» E-mail has become a vital means of business communication
» An increasing amount of critical information is passed through a company’s 

email system
» Internally it is a major way of communicating, arguing, discussing, 

collaborating, joking, gossiping, …
» Externally it is more and more a dominant way of actually doing business

» The organization regards E-mail as a low-entry way of communication with 
colleagues, clients and the rest of the world

» But there exists another view on E-mail:

The Regulator’s View:
E-mail is potential evidence that must be preserved!
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Some real-life Facts

Should we retain everything?

» A Brokerage firm has been fined $ 8 million 
for failing to retain E-mails for the proper SEC 
mandated retention period

Can we find E-mail back?

» An average IT administrator spends one day 
a week recovering old messages (> 80% of 
end users cannot recover them on their own)
» A company paid $ 1,1 million to search 

backup tapes for 15 mailboxes
» Bank of America paid $ 10 million for 

failing to produce e-mails and other 
documents in a timely manner to the SEC
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Some real-life Facts (2)

Can we prevent abuse?

» Chevron paid $ 2,2 million to settle a sexual 
harassment lawsuit after an internal e-mail 
was used to transmit an internet joke

Can we handle the volume? 

» Number of E-mails in business exceeds 100 
billion, and grows 38% per year

E-mail is evidence !
» The E-mail discussion between Shell CEO 

Watts and his Exploration Director van der
Vijver revealed that they were consciously 
providing incorrect statements on the oil 
reserves of Shell
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Recent legislation requires organizations to 
deal with the E-mail problem

» Many new regulations
» USA: FDA, Sarbanes Oxley Act, Data 

Protection Act, HIPAA, SEC17a-4 
» UK: eSignature act
» Europe : Richtlijn 2002/58/EG privacy 

en elektronische communicatie
» Netherlands : Artikel 13.4 

Telecommunicatiewet: 
bewaarverplichting; Code 
Tabaksblatt; Wet Bescherming
Persoonsgegevens

» Recent law suits have revealed the 
importance of E-mail
» The need to store E-mail in a secure, 

auditable, and organized way 
» The need for fast access to data 

archives if specific E-mail is wanted
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Maintaining Compliancy  is a truly multi-
disciplinary and ongoing activity

Regulations Business

Information 
Management

Governing 
bodies define 
and change 
regulations.

CEO has to 
balance 
business 

objectives and 
compliance 
objectives

IT provides the 
means to prove 

compliancy. 
In the case of E-mail 
archiving the subject 

itself is IT
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The answer is in the E-mail active archiving 
process

What is E-mail active archiving

An E-mail active archive product, or set of products, provides a searchable archive of 
all E-mail messages for a defined period of time that can be used independently or as 
part of a corporate business record repository for legal and business management 
uses, and as a tool to reduce the size of the production E-mail data store to gain 
operational efficiencies.

Active archiving is a continuous process that captures and stores, in read-only form, 
all e-mail sent or received, indexes the E-mail based on header information and, in 
many cases, does a full text index of the message and attachment content …

Source: Gartner    
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Tools to support E-mail archiving

» The entire purpose of an active E-mail archive is to find, organize and produce 
archived messages 

A professional E-mail archiving tool can support th is by:

» Discovery and litigation tools for quickly and efficiently searching the archive 
regardless of volume or size for pertinent messages

» Automatically categorize messages according to content or flag messages that 
contain certain information

» Set and enforce policies for internal communication between individuals, groups 
and departments

» Monitoring functionality that allows any message to be flagged by review by 
company officials, even stopping delivery of messages based on content 
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E-mail archiving: It adds more to the business 
than “just” compliance

» Apart from Legal compliance with regard to:
» Data retention
» Data management 
» Data security…

There is also the opportunity to do more with E-mai l:

» Knowledge Management
» Messaging stores contain vast quantities of critical business information
» Learn from history, re-use of results reached before  

This will only be possible when there is a living E-mail archiving policy…

And: efficient archiving can save storage costs
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A living E-mail archiving policy…

» Corporate E-mail archiving policy is necessary
» What needs to be saved, for what reason, how to classify and index
» How long should it be kept, online or offline, and how to destroy
» What are the business rules for using e-mail
» E-mail in Big Brother environment?

» Challenges for E-mail archiving policy…
» Regulations are very vague on what exactly needs to be done
» New and updated Regulations appear constantly
» Although directions become visible, court behavior is not yet very clear
» Acceptance of employees likely not very high 

» Conclusion
» Companies need to have a “ Living E-mail archiving policy”
» It is necessary to regularly adjust and update the archiving policy
» Adequate Process Change management needed to introduce archiving Policies

» Developing the requirements for any E-mail solution should involve IT executives, CIO, 
lawyers, CEO, Compliancy officer, CFO, software vendor and others
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Living E-mail archiving policy

Companies should focus particularly on 

» Directors who serve on the audit committee, 

» Senior executive officers who provide 
certifications related to internal financial 
controls in the company’s SEC filing

» Internal audit personnel

» Any e-mail sent to C-level executives

» E-mails sent between executives and Board 
of Directors

» E-mails from and to the Finance and 
Accounting department

» Other management and finance, accounting 
personnel who communicate with outside 
auditors or analyst & third parties 
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Our advice

» A public company should implement policies that mandate retention of E-mails 
from specific business units or categories of key employees, mandate lengthy 
retention (up to 7 year) periods for such E-mails, and set forth specific destruction 
protocols

These policies describe:

» Information and Process Integrity: Processes that support control over information 
processing, ensuring integrity

» Controlled (role-based) access: Manage access to, or use of, specified 
information

» Information retention: Manage the indexing, retrieval and storage of information 
over the long term
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Staying compliant is a dynamic and ongoing 
activity 

Define compliance service level, 
Map requirements against 

processes (impact analysis); 
Address gaps if needed together 

with inspectors and regulators

Develop project plan to meet the 
desired level of compliance and to 
implement technology to support 

compliance. Define and document 
policies and controls.

Determine the appropriate 
technology for E-mail archiving in 

relation to the current infrastructure.
Implement controls; Perform 

internal audit.

Test, verify, validate (does it serve 
its purpose)

1

2

3

4

Stage 1: Sense

Stage 2: 
Assess

Stage 3: 
Reconcile

Stage 4: 
Remediate

Stage 5: 
Attest 5

Understand (changes in) external 
email archiving compliance 

requirements, inspect your current 
data management policies and 

processes, define your compliance 
business case, outline high-level 

roadmap(prioritize).
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Focus on the “Sense” step 

» Requirements and Survey (“I need to know what’s expected of me”)
» (Initially) Set up a multi-disciplinary compliance group (IT, Legal, HR, Finance, 

CPO, Compliance Officer) with the following tasks:
- Learn (changes of) compliance needs
- Determine current state of fulfillment and needs for support
- Set up compliance documentation
- Make inventory of current email archiving compliance activities

» Monitor and Morph (“I need to keep improving what I am doing”)
» Monitor email archiving compliance adherence
» Respond swiftly to problems
» Anticipate new compliance reqs
» Evaluate effectiveness of compliance
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Tools to support E-mail compliance

» The entire purpose of active E-mail management is to find, organize and produce 
messages 

A professional E-mail management tool can support t his by:

» Discovery and litigation tools for quickly and efficiently searching the archive 
regardless of volume or size for pertinent messages

» Automatically categorize messages according to content or flag messages that 
contain certain information

» Set and enforce policies for internal communication between individuals, groups 
and departments

» Monitoring functionality that allows any message to be flagged by review by 
company officials, even stopping delivery of messages based on content 
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E-mail Management Roadmap

Level 4

Knowledge 
Management
Knowledge 

Management

Level 3

eMail 
Prevention

E-mail 
Prevention

Level 2

Email 
Retention

E-mail 
Retention

Level 1

Email 
Archiving

E-mail 
Archiving

» Free up storage 
on mail server

» Improved 
performance

» Smaller backup 
window

» To comply with 
laws, regulations 
and internal 
policies

» Discovery of 
historical e-mail 
messages

» Integration with your 
enterprise content 
management strategy

» To make the email & 
attachment (content) 
available to others in 
the organization

Level 0

No Email 
Management

No e-mail 
Management

IT benefits

» Less user effort 
required

» Improved 
performance

» Control who 
communicates 
with customers

» Prevent unwanted 
content in 
messages

» Potentially prevent 
leak of intellectual 
property

» To reduce the 
cost of providing 
email evidence 
as part of 
litigation

» Violations of policies 
can be monitored 
real time

» Alerts can 
automatically be sent 
to management

Business benefits
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Mailbox Management
Archived e-mail

Not archived

Retrieved from archive

Link to e-mail in archive
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Email Search & Discovery

Audit functions

Case management

Export options

Legal holds
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Email Prevention (1)

You are sending a proposal to an 
external location. Please confirm that 
you agree to the following statement 
before proceeding with the email via 
the continue button below

1.You have registered the proposal in 
our CRM system.

2.You have included the most recent 
version of the general conditions.

3.You have not sent or received any
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Email Prevention (2)

You are violating the intellectual 
property policy, but sending an 
unreleased product name to an 
external location.

We do not allow you to sent this email. 
If it is necessary that this email must be 
sent to this external location, please 
contact Mr. John de Vries from the 
legal department at 555-612799
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